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Subpart 952.0—General

952.000 Scope of part. 

This part implements FAR part 52 
which sets forth contract clauses for 
use in connection with the acquisition 
of personal property and nonpersonal 
services (including construction), and 
supplements, as well as modifies, FAR 
part 52 by prescribing certain modifica-
tions to be made to FAR clauses when 
used in DOE contracts and specifying 
certain DOE contract clauses to be 
used in addition to or in place of such 
FAR clauses.

952.001 General policy. 

It is DOE policy to use the prescribed 
FAR and DOE contract clauses wher-
ever practicable. Uniformity in the use 
of contract clauses helps to ensure im-
partial treatment of all contractors, 
expedites negotiation and contract re-
view, and facilitates contract adminis-
tration.

Subpart 952.2—Text of Provisions 
and Clauses

952.202 Clauses related to definitions.

952.202–1 Definitions. 

(a) As prescribed in 902.200, insert the 
clause at FAR 52.202–1 in all contracts. 
The contracting officer shall substitute 
the following for paragraph (a) of the 
clause.

(a) Head of Agency means: (i) The Sec-
retary; (ii) Deputy Secretary; (iii) Under 
Secretaries of the Department of Energy and 
(iiii) the Chairman, Federal Energy Regu-
latory Commission.

(b) The following shall be added as 
paragraphs (h) and (i) except that they 
will be designated paragraphs (g) and 
(h) if Alternate I of the FAR clause is 
used.

(h) The term DOE means the Department 
of Energy, FERC means the Federal Energy 
Regulatory Commission, and NNSA means 
the National Nuclear Security Administra-
tion. 

(i) The term Senior Procurement Execu-
tive means, for DOE: 

Department of Energy—Director, Office of 
Procurement and Assistance Management, 
DOE; 

National Nuclear Security Administra-
tion—Administrator for Nuclear Security, 
NNSA; and 

Federal Energy Regulatory Commission—
Chairman, FERC.

[67 FR 14871, Mar. 28, 2002]

952.203–70 Whistleblower Protection 
for Contractor Employees. 

As prescribed in 48 CFR 903.971, insert 
the following clause:

Whistleblower Protection for Contractor 
Employees (DEC 2000) 

(a) The contractor shall comply with the 
requirements of ‘‘DOE Contractor Employee 
Protection Program’’ at 10 CFR part 708 for 
work performed on behalf of DOE directly re-
lated to activities at DOE-owned or -leased 
sites. 

(b) The contractor shall insert or have in-
serted the substance of this clause, including 
this paragraph (b), in subcontracts at all 
tiers, for subcontracts involving work per-
formed on behalf of DOE directly related to 
activities at DOE-owned or leased sites.

(End of clause) 

[65 FR 81008, Dec. 22, 2000]

952.204 Clauses related to administra-
tive matters.

952.204–2 Security requirements. 
As prescribed in 904.404(d)(1) the fol-

lowing clause shall be included in con-
tracts entered into under section 31 
(research assistance) or 41 (ownership 
and operation of production facilities) 
of the Atomic Energy Act of 1954, as 
amended, and in other contracts and 
subcontracts, which involve or are 
likely to involve classified informa-
tion.

SECURITY (MAY 2002) 

(a) Responsibility. It is the contractor’s 
duty to safeguard all classified information, 
special nuclear material, and other DOE 
property. The contractor shall, in accord-
ance with DOE security regulations and re-
quirements, be responsible for safeguarding 
all classified information and protecting 
against sabotage, espionage, loss or theft of 
the classified documents and material in the 
contractor’s posession in connection with 
the performance of work under this contract. 
Except as otherwise provided in this con-
tract, the contractor shall, upon completion 
or termination of this contract, transmit to 
DOE any classified matter in the posession 
of the contractor or any person under the 
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contractor’s control in connection with per-
formance of this contract. If retention by the 
contractor of any classified matter is re-
quired after the completion or termination 
of the contract, the contractor shall identify 
the items and types or categories of matter 
proposed for retention, the reasons for the 
retention of the matter, and the proposed pe-
riod of retention. If the retention is approved 
by the contracting officer, the security pro-
visions of the contract shall continue to be 
applicable to the matter retained. Special 
nuclear material shall not be retained after 
the completion or termination of the con-
tract. 

(b) Regulations. The contractor agrees to 
comply with all security regulations and re-
quirements of DOE in effect on the date of 
award. 

(c) Definition of classified information. The 
term classified information means Restricted 
Data, Formerly Restricted Data, or National 
Security Information. 

(d) Definition of restricted data. The term 
Restricted Data means all data concerning (1) 
design, manufacture, or utilization of atomic 
weapons; (2) the production of special nu-
clear material; or (3) the use of special nu-
clear material in the production of energy, 
but shall not include data declassified or re-
moved from the Restricted Data category 
pursuant to Section 142 of the Atomic En-
ergy Act of 1954, as amended. 

(e) Definition of formerly restricted data. The 
term Formerly Restricted Data means all data 
removed from the Restricted Data category 
under section 142 d. of the Atomic Energy 
Act of 1954, as amended. 

(f) Definition of National Security Informa-
tion. The term National Security Information 
means any information or material, regard-
less of its physical form or characteristics, 
that is owned by, produced for or by, or is 
under the control of the United States Gov-
ernment, that has been determined pursuant 
to Executive Order 12356 or prior Orders to 
require protection against unauthorized dis-
closure, and which is so designated. 

(g) Definition of Special Nuclear Material 
(SNM). SNM means: (1) plutonium, uranium 
enriched in the isotope 233 or in the isotope 
235, and any other material which pursuant 
to the provisions of Section 51 of the Atomic 
Energy Act of 1954, as amended, has been de-
termined to be special nuclear material, but 
does not include source material; or (2) any 
material artificially enriched by any of the 
foregoing, but does not include source mate-
rial. 

(h) Security clearance of personnel. The con-
tractor shall not permit any individual to 
have access to any classified information, 
except in accordance with the Atomic En-
ergy Act of 1954, as amended, Executive 
Order 12356, and the DOE’s regulations or re-
quirements applicable to the particular level 

and category of classified information to 
which access is required. 

(i) Criminal liability. It is understood that 
disclosure of any classified information re-
lating to the work or services ordered here-
under to any person not entitled to receive 
it, or failure to safeguard any classified in-
formation that may come to the contractor 
or any person under the contractor’s control 
in connection with work under this contract, 
may subject the contractor, its agents, em-
ployees, or subcontractors to criminal liabil-
ity under the laws of the United States. (See 
the Atomic Energy Act of 1954, as amended, 
42 U.S.C. 2011 et seq.; 18 U.S.C. 793 and 794; 
and E.O. 12356.) 

(j) Foreign Ownership, Control or Influ-
ence. 

(1) The Contractor shall immediately pro-
vide the cognizant security office written no-
tice of any change in the extent and nature 
of foreign ownership, control or influence 
over the Contractor which would affect any 
answer to the questions presented in the Cer-
tificate Pertaining to Foreign Interests, 
Standard Form 328 or the Foreign Owner-
ship, Control or Influence questionnaire exe-
cuted by the Contractor prior to the award of 
this contract. In addition, any notice of 
changes in ownership or control which are 
required to be reported to the Securities and 
Exchange Commission, the Federal Trade 
Commission, or the Department of Justice 
shall also be furnished concurrently to the 
Contracting Officer. 

(2) If a Contractor has changes involving 
foreign ownership, control or influence, DOE 
must determine whether the changes will 
pose an undue risk to the common defense 
and security. In making this determination, 
DOE will consider proposals made by the 
Contractor to avoid or mitigate foreign in-
fluences. 

(3) If the cognizant security office at any 
time determines that the Contractor is, or is 
potentially, subject to foreign ownership, 
control or influence, the Contractor shall 
comply with such instructions as the Con-
tracting Officer shall provide in writing to 
safeguard any classified information or spe-
cial nuclear material. 

(4) The Contractor agrees to insert terms 
that conform substantially to the language 
of this clause, including this paragraph, in 
all subcontracts under this contract that 
will require subcontractor employees to pos-
sess access authorizations. Additionally, the 
Contractor must require subcontractors to 
have an existing DOD or DOE Facility Clear-
ance or submit a completed Certificate Per-
taining to Foreign Interests, Standard Form 
328, required in DEAR 952.204–73 prior to 
award of a subcontract. Information to be 
provided by a subcontractor pursuant to this 
clause may be submitted directly to the Con-
tracting Officer. For purposes of this clause, 
subcontractor means any subcontractor at 
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any tier and the term ‘‘Contracting Officer’’ 
means the DOE Contracting Officer. When 
this clause is included in a subcontract, the 
term ‘‘Contractor’’ shall mean Subcon-
tractor and the term ‘‘contract’’ shall mean 
subcontract. 

(5) The Contracting Officer may terminate 
this contract for default either if the Con-
tractor fails to meet obligations imposed by 
this clause or if the Contractor creates a 
FOCI situation in order to avoid performance 
or a termination for default. The Con-
tracting Officer may terminate this contract 
for convenience if the Contractor becomes 
subject to FOCI and for reasons other than 
avoidance of performance of the contract, 
cannot, or chooses not to, avoid or mitigate 
the FOCI problem.

[49 FR 12042, Mar. 28, 1984; 49 FR 38951, Oct. 
2, 1984, as amended at 52 FR 38425, Oct. 16, 
1987; 59 FR 9108, Feb. 25, 1994; 62 FR 42074, 
Aug 5, 1997; 67 FR 14877, Mar. 28, 2002]

952.204–70 Classification/Declassifica-
tion. 

As prescribed in 904.404(d)(2), the fol-
lowing clause shall be included in all 
contracts which involve classified in-
formation.

CLASSIFICATION/DECLASSIFICATION (SEP 1997) 

In the performance of work under this con-
tract, the contractor or subcontractor shall 
comply with all provisions of the Depart-
ment of Energy’s regulations and mandatory 
DOE directives which apply to work involv-
ing the classification and declassification of 
information, documents, or material. In this 
section, ‘‘information’’ means facts, data, or 
knowledge itself; ‘‘document’’ means the 
physical medium on or in which information 
is recorded; and ‘‘material’’ means a product 
or substance which contains or reveals infor-
mation, regardless of its physical form or 
characteristics. Classified information is 
‘‘Restricted Data’’ and ‘‘Formerly Restricted 
Data’’ (classified under the Atomic Energy 
Act of 1954, as amended) and ‘‘National Secu-
rity Information’’ (classified under Execu-
tive Order 12958 or prior Executive Orders). 

The original decision to classify or declas-
sify information is considered an inherently 
Governmental function. For this reason, 
only Government personnel may serve as 
original classifiers, i.e., Federal Government 
Original Classifiers. Other personnel 
(Government or contractor) may serve as de-
rivative classifiers which involves making 
classification decisions based upon classi-
fication guidance which reflect decisions 
made by Federal Government Original Clas-
sifiers. 

The contractor or subcontractor shall en-
sure that any document or material that 
may contain classified information is re-

viewed by either a Federal Government or a 
Contractor Derivative Classifier in accord-
ance with classification regulations includ-
ing mandatory DOE directives and classifica-
tion/declassification guidance furnished to 
the contractor by the Department of Energy 
to determine whether it contains classified 
information prior to dissemination. For in-
formation which is not addressed in classi-
fication/declassification guidance, but whose 
sensitivity appears to warrant classification, 
the contractor or subcontractor shall ensure 
that such information is reviewed by a Fed-
eral Government Original Classifier. 

In addition, the contractor or subcon-
tractor shall ensure that existing classified 
documents (containing either Restricted 
Data or Formerly Restricted Data or Na-
tional Security Information) which are in its 
possession or under its control are periodi-
cally reviewed by a Federal Government or 
Contractor Derivative Declassifier in accord-
ance with classification regulations, manda-
tory DOE directives and classification/de-
classification guidance furnished to the con-
tractor by the Department of Energy to de-
termine if the documents are no longer ap-
propriately classified. Priorities for declas-
sification review of classified documents 
shall be based on the degree of public and re-
searcher interest and the likelihood of de-
classification upon review. Documents which 
no longer contain classified information are 
to be declassified. Declassified documents 
then shall be reviewed to determine if they 
are publicly releasable. Documents which 
are declassified and determined to be pub-
licly releasable are to be made available to 
the public in order to maximize the public’s 
access to as much Government information 
as possible while minimizing security costs. 

The contractor or subcontractor shall in-
sert this clause in any subcontract which in-
volves or may involve access to classified in-
formation.

[49 FR 12042, Mar. 28, 1984, as amended at 59 
FR 9108, Feb. 25, 1994; 62 FR 51802, Oct. 3, 
1997]

952.204–71 Sensitive foreign nations 
controls. 

In accordance with 904.404(d)(3), the 
contracting officer shall include the 
following clause.

SENSITIVE FOREIGN NATIONS CONTROLS (APR 
1994) 

(a) In connection with any activities in the 
performance of this contract, the contractor 
agrees to comply with the ‘‘Sensitive For-
eign Nations Controls’’ requirements at-
tached to this contract, relating to those 
countries, which may from time to time, be 
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